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DETAILED ACTION 

CLAIMS PRESENTED 

Claims 1-22 are presented. 

CLAIM REJECTIONS 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this tide. 

1 . Claims 9-15 are rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. Said claims recite the term "module" which according to applicant's specification 
is a "program module". Examiner is interpreting this as data and thus does not fall within patent eligible 
subject matter. 

2. Claim 16 is rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. On page 10 of the specification applicant has provided evidence that applicant 
intends the medium to include signals such as the claims is drawn to a form of energy. Energy is not one 
of the four categories of invention and therefore this claim is not statutory. Energy is not a series of steps 
or acts and thus is not a process. Energy is not a physical article or object and as such is not a machine 
or manufacture. Energy is not a combination of substances and therefor not a composition of matter. 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitied to a patent unless - 



Application/Control Number: 10/692,530 
Art Unit: 2136 



Pages 



(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an International application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-22 are rejected under 35 U.S.C. 102(e) as being anticipated by Hanna et aL, 
US Patent No. 6,801,998, hereinafter Hanna. 
As per claim 1, Hanna teaches: 

In an initiating system, a nnethod for establishing a group membership with a group identity information 
document comprising: 

creating group identity information for inclusion in the group identity information document; and 

[see col. 5, lines 29-33] "In response to the receipt of a request for service from the applicant 
associated with the client 10, the application server 12 determines the identification of the group 
or groups having the right to perform the requested service, " 

generating a self-signed group identity information document comprising the group identity information, at 

least a first key, and a group identity information document signature signed using a second key 

associated with the first key in the identity information document. 

[see col. 5, lines 36-49] "The application server 12 generates an encrypted group identification 
message, which may take a number of forms. For example, as depicted in FIG. 4a, the 
encrypted group identification message may be formed by encrypting the relevant group id (i.e. 
the group id for the group having access to the requested service) v\nth an encryption key which 
permits decryption by the applicable group membership server 16. More particularly, the 
application server 12 and the group membership server may have a shared or symmetric key and 
the group id may be encrypted using the shared key. Alternatively, the applicable group 
membership server 16 may be provided with a public key pair and the group id may be encrypted 
using the respective group membership server public key." 



As per claim 2 and 17, Hanna teaches: 

The method of claim 1 further comprising: sending the group-signed group identity information document 

to a receiving system to establish the group identity at the receiving system. 

[see col. 5, lines 62-65] "The client 10, upon receipt of the encrypted group id, forwards the same 
to the default group membership server 16 or the applicable group membership server 16 
specified in the message." 
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As per claim 3, Hanna teaches: 

The method of claim 2, further comprising: sending a group-signed membership identity information 

document with the group-signed group identity information document to the receiving system to establish 

membership of an originator of the membership identity information document in the group identity 

established at the receiving system. 

[see coL 5, lines 58-61] ''The message transmitted from the application server 12 to the client 10 
that includes the encrypted group id may also include an unencrypted identification of the group 
membership server 16" 

As per claim 4, Hanna teaches: 

The method of claim 3 further comprising: 

receiving the group-signed membership identity information document from the originator; 

[see col. 5, lines 66-67] "The group membership server receiving the encrypted group id decrypts 
the message to obtain the name of the group having the right of access to the requested service," 

detecting whether the group associated with the membership identity information document has been 

accepted; and 

[see col. 6, lines 2-4] "The group membership server then determines if the applicant is a member 
of the specified group, " 

assigning security protocols to communications from the originator based on the group identity 

information if the group identity infomnation is accepted. 

[see col. 6, lines 4-6] "If it is determined that the applicant is a member of the group, the group 
membership server 16 generates a message indicative of membership/' 

As per claim 5, Hanna teaches: 

The method of claim 3, wherein the act of sending comprises: storing the group-signed membership 
identity information document in an initiating system; retrieving the group-signed membership identity 
information document; attaching the group-signed membership identity information document to the 
message; and sending the message to the receiving system. 
[see fig. 3A and 3B] 
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As per claim 6, Hanna teaches: 

The method of claim 3, further comprising: sending to the receiving system a self-signed personal identity 
information document of the originator of the message to establish at the receiving system identity of the 
originator in addition to originator's membership in the group. 

[see rejection of claim 4, wherein if the group membership sender determines if the applicant is a 
member of the specified group. Examiner is interpreting that it is clear that applicant submits 
some sort of identification information along with encrypted group ID in order for said server to 
authenticate/validate applicant] 

As per claim 7, Hanna teaches: 

The method of claim 6, wherein the acts of sending a self-signed personal identity information document 
and group-signed membership identity information document comprise; 
generating the self-signed personal identity information document; 

[see rejection of claim 6] 
attaching the self-signed personal identity information document to the message; 

[see rejection of claim 6J 
retrieving the group-signed membership identity information document; 

[see rejection of claim 1] 
attaching the group-signed membership identity infomiation document to the message; and 

[see rejection of claim 1] 
sending the message to the receiving system. 

[see rejection of claim 3] 

As per claim 8, 19, and 20, Hanna teaches: 

The method of claim 6 further comprising: 

receiving the group-signed membership identity information document and the self-signed personal 
identity information document from the originator; 
[see fig. 3A, element 60] 
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detecting whether the group associated with the membership identity information document is accepted 
and whether the person associated with the personal identity information document is accepted; 

[see fig. 3A, elements 62 and 74] 
assigning first security protocols to communications from the originator if the group is accepted; and 

[see fig. 36, element 78] 

assigning second security protocols to communications from the originator if the person is accepted. 
[see fig, 3B, element 80] 

As per claim 9 and 16, Hanna teaches: 

In a communication system, apparatus for establishing a group identity comprising: 

a group ID generate module generating a group certificate having at least a public key and a digital 

signature for the group; and a send module transmitting the group certificate to establish the group 

identity at a receiving system. 

[see rejection of claim 1, further see col 6, lines 10-14] "the message may comprise an encrypted 
certificate signed by the respective group membership server 16 that indicates that the applicant 
is a member of the specified group. The certificate is signed by the respective group membership 
server 16 and encrypted using an encryption l<ey that permits decryption by the application 
server This encryption key may comprise a shared key or alternatively, the public key of a public 
key pair maintained by the application server 12. " 

As per claim 10, Hanna teaches: 

The apparatus of claim 9 further comprising: an attach module attaching a group membership certificate 
to a message originated by a sender; the send module transmitting the message to the receiving system 
to establish the sender as a member of the group at the receiving system. 
[see rejection of claim 9, encrypted certificate] 

As per claim 11, Hanna teaches: 

The apparatus of claim 10 further comprising: 

a membership ID generate module generating a membership certificate having at least a public key of the 
sender and a digital signature for the group; 
[see rejection of claim 9] 
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a save module, responsive to the membership ID generate module, storing the membership certificate: 

[see fig, 1, application server] 
a retrieve module retrieving the membership certificate from the save module and providing the 
membership certificate to the attach module. 

[see fig. 1 application server] 

As per claim 12, Hanna teaches: 

The apparatus of claim 10 further comprising: a receive module at the receiving system receiving the 
membership certificate; an accept module at the receiving system detecting whether to accept the 
membership certificate. 

[see fig. 1, group membership server] 

As per claim 13, Hanna teaches: 

The apparatus of claim 12 further comprising: an assign module assigning a security identification to 
communications from the sender based on the group associated with the membership certificate if the 
membership certificate is accepted by the accept module. 
[see fig. 3A, elements 62 and 74] 

As per claim 14, Hanna teaches: 

The apparatus of claim 10 further comprising: a personal ID generate module generating a personal 
certificate having at least a public key of the sender and a digital signature by the sender; 
[see fig. 3A, element 68] 

the send module transmitting the personal certificate to establish the sender's identity at the receiving 
system. 

[see fig, 3A element 70] 

As per claim 15 and 22, Hanna teaches: 

The apparatus of claim 14 further comprising: 
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a receive module at the receiving system receiving the certificates; 

[see fig. 3A, element 60] 
an accept module at the receiving system detecting if the certificates are to be accepted; 

[see fig. 3A, elements 62 and 74] 
an assign module assigning a security protocol to communications from the sender based on a group 
identity associated with the membership certificate if the membership certificate is accepted by the accept 
module; and 

[see fig, 36, element 78] 

the assign module assigning a security protocol to communications from the sender based on personal 
identity associated with the personal certificate if the personal certificate is accepted by the accept 
module. 

[see fig, 3B, element 80] 
As per claim 18, Hanna teaches: 

The computer readable medium of claim 17 wherein the process further comprises: creating the 
membership certificate at the initiating system, the membership certificate having at least a public key of 
the originator and a digital signature signed using the group private key. 
[see rejedlon of claim 1] 

As per claim 21, Hanna teaches: 

The computer readable medium of claim 17 wherein the process further comprises generating a personal 
certificate having at least a public key of the originator and a digital signature for the originator signed by 
the originator with a private key associated with the public key of the originator; sending the personal 
certificate to establish the personal identity of the originator at the receiving system. 
[see rejections of claims 1 and 9] 

CONCLUSION 
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The art made of record and not relied upon is considered pertinent to applicant's disclosure. 
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